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Wireless mesh networks (WMNs) as shown in the below picture have recently attracted
increasing attention and deployment as a promising low-cost approach to provide last-
mile high-speed Internet access at metropolitan scale [1, 2]. Security and privacy issues
are of most concern in pushing the success of WMNSs for their wide deployment and for
supporting service-oriented applications. Due to the intrinsically open and distributed
nature of WMNSs, it is essential to enforce network access control to cope with both free
riders and malicious attackers. Dynamic access to WMNs should be subject to successful
user authentication based on the properly preestablished trust between users and the
network operator; otherwise, network access should be prohibited. On the other hand, it is
also critical to provide adequate provisioning over user privacy as WMN
communications usually contain a vast amount of sensitive user information. The
wireless medium, open network architecture, and lack of physical protection over mesh
routers render WMNSs highly vulnerable to various privacy-oriented attacks. These
attacks range from passive eavesdropping to active message phishing, interception, and
alteration, and easily lead to the leakage of user information. Obviously, the wide
deployment of WMNs can succeed only after users are assured for their ability to manage
privacy risks and maintain their desired level of anonymity. Our long-term goal is to
establish a novel user security and privacy framework for metropolitan WMNSs. This
lightweight framework is aimed at providing the following capabilities in a single
protocol suite:

e Network Access Security and Anonymity: It achieves explicit mutual
authentication and key establishment between users and mesh routers and
between users themselves. It thus prohibits both illegal network access from free
riders and malicious users and phishing attacks due to rogue mesh routers. It
simultaneously enables unilateral anonymous authentication between users and



mesh routers and bilateral anonymous authentication between any two users in a
singe protocol suite. It thus ensures user anonymity and privacy.

e User Accountability: It enables user accountability, aimed at regulating
user behaviors and protecting WMNs from being abused and attacked. It can
always audit network commuications in the cases of disputes and frauds. It further
allows dynamic user revocation so that malicious users can be evicted.

e Sophisticated User Privacy: It allows users to disclose minimum
information possible while maintaining accountability. It allows privacy-aware
secure user communication, while satisfying the above two capabilities
simultaneously.

In this project, we specifically focused on privacy-aware secure user communication
research in the context of the above long-term security framework for metropolitan
WMNSs. Particularly, we are successful to establish a lightweight privacy-aware secure
user communication protocol for metropolitan WMNSs, which contains the following
components:

e An efficient anonymous routing protocol, which avoids network-wide flooding
when establishing the routes, while ensuring both sender and receiver anonymity.
We note that all existing anonymous routing protocols targeted for general multi-
hop wireless networks require network-wide flooding whenever a route needs to
be established.

e An anonymous network access control protocol, which seamlessly integrated
with the above anonymous routing protocol. This protocol prevents the WMNSs
from being abused by outsider attackers.

e A forward-secrecy converter, which can efficiently convert the above two
protocols into the ones with forward-secrecy property. Forward-secrecy
guarantees that compromising user long-term secret keys will not harm the
secrecy and privacy of his past communications. We note that no existing work
for WMNSs could offer forward-secrecy property.
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